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https://consumer.ftc.gov/system/files/consumer_ftc_gov/pdf/976A-PIO-HomeRepair-TearSheet-2022-508.pdf
https://consumer.ftc.gov/system/files/consumer_ftc_gov/pdf/884A-PIO-HealthInsScams-TearSheet-2022-508.pdf
https://consumer.ftc.gov/system/files/consumer_ftc_gov/pdf/934A-PIO-GrandkidFamilyScams-TearSheet-2022-508.pdf
https://consumer.ftc.gov/system/files/consumer_ftc_gov/pdf/881A-PIO-BusImp-TearSheet-2022-508.pdf
https://consumer.ftc.gov/system/files/consumer_ftc_gov/pdf/881A-PIO-BusImp-TearSheet-2022-508.pdf
https://consumer.ftc.gov/system/files/consumer_ftc_gov/pdf/886A-PIO-YouveWon-TearSheet_508.pdf
https://consumer.ftc.gov/system/files/consumer_ftc_gov/pdf/886A-PIO-YouveWon-TearSheet_508.pdf

Home Repair Scams

Here’s how they work:

Someone knocks on your door or calls you. They say they can fix

/g\ your leaky roof, put in new windows, or install the latest energy-

efficient solar panels. They might find you after a flood, windstorm,
or other natural disaster. They pressure you to act quickly and
might ask you to pay in cash or offer to get you financing.

But here’s what happens next: they run off with your money and never make
the repairs. Or they do shoddy repairs that make things worse. Maybe they
got you to sign a bad financing agreement that puts your house at risk.

Here’s what to do:

1. Stop. Check it out. Before making home repairs, ask for recommendations
from people you trust and check that the companies have licenses
and insurance. Get three written estimates. Don’t start work until you
have reviewed and signed a written contract. And don’t pay by cash or
wire transfer.

2. Pass on this information on to a friend. You may see through
these scams. But chances are, you know someone who could use
a friendly reminder.




Health Insurance
Scams

Here’s how they work:

You get a call or see an ad offering you big discounts on health

m insurance. Or maybe someone contacts you out of the blue, says
they're from the government, and asks for your Medicare number
to issue you a new card.

Scammers follow the news. When it's Medicare open season, or when health
insurance is a big story, scammers get busy contacting people. They want

to get your Social Security number, financial account numbers, or insurance
information.

Think about these questions. Is that discount insurance plan a good deal? Is
that “government official” really from the government? Do you really have to
get a new health insurance card? The answer to all three is almost always: No.

Here’s what to do:

1. Stop. Check it out. Before you share your information, call Medicare
(1-800-MEDICARE). Do some research, and check with someone
you trust.

2. Pass this information on to a friend. You probably know about these
scams. But you might know someone who could use a friendly reminder.




Grandkid and
Family Scams

Here’s how they work:

You get a call: “Grandma, | need money for bail.” Or maybe an
email from someone claiming to be your brother or a friend who
says they’re in trouble. They need money for a medical bill. Or
some other kind of emergency. The caller says it's urgent — and
tells you to keep it a secret.

But is the caller who you think it is? Scammers are good at pretending to be
someone they're not. They can be convincing: sometimes using information
from social networking sites, or hacking into your loved one’s email account,
all to make it seem more real. And they'll pressure you to send money
before you have time to think.

Here’s what to do:

1. Stop. Check it out. Look up your family member’s phone number
yourself and call another family member to check out the story.

2. Pass this information on to a friend. You may not have gotten one of
these calls, but chances are, you know someone who will get one — if
they haven't already.




Business
Impersonator Scams

Here’s how they work:

You get a call, email, text, or message on social media that looks

E E like it's from a business you know. It says there’s a problem with
your account, or you won a prize. It tells you to call a number or
click a link.

But the message isn't really from a familiar business, it's from a scammer. If
you call, they’ll tell you to send payment or give personal information. They'll
say you must pay with gift cards, cryptocurrency, or by wiring money, which
no honest business will do. Or they’ll ask for your Social Security number or
access to your computer.

But it was never really that business contacting you, there wasn’t a problem,
and there was never a prize.

Here’s what to do:

1. Stop. If you get an unexpected call, email, text, or message on social
media — even if it looks like it's from a business you know — don't
click any links. And don't call phone numbers they give you. These
are often scams.

2. Pass this information on to a friend. You may not have gotten one
of these messages, but chances are, you know someone who has.



“You’ve Won” Scams

Here’s how they work:

You get a call, letter, email, or text saying that you won! Maybe

it's a vacation or cruise, a lottery or a sweepstakes. The person
$ calling about your prize is so excited. They can’t wait for you to
~ get your winnings.

But here’s what happens next. They say there are fees, taxes, or customs
duties to pay. Then they ask for your credit card number or bank account
information. Or they insist you can only pay with cash, gift cards, wire transfers,
cryptocurrency, or a payment app.

If you pay a scammer or share information, you lose. There is no prize. Instead,
you get more requests for money, and more false promises that you won big.

Here’s what to do:

1. Keep your money — and your information — to yourself. Never
share your financial information with someone who contacts you and
claims to need it. And never pay anyone who insists you send cash or
can only pay with cash, gift cards, wire transfers, cryptocurrency, or a

payment app.

2. Pass this information on to a friend. You probably ignore these kinds
of scams when you see or hear them. But you probably know someone
who could use a friendly reminder.
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Ways to Protect Yourself Against Fraud

Review periodic statements and
online banking frequently

Set up alerts for transactions so you’re
aware of what coming in and out of
your account(s)

Use a password service like LastPass

* Reduces the need for memorized
passwords, less/no passwords are reused

Place freezes or alerts on account
opening services and at credit bureaus

Stay vigilant and be cynical

Reputable companies will not require
an immediate decision

If it sounds too good to be true, it is

Maintain friendships and relationships
with family

e Getting a second opinion is important!

* Also reduces risk of romance scams

Increase your awareness of new
schemes

Know your financials processes — be
alert when something is out of the
ordinary



t happened,
now what?

* Reportit
* Use the resources on the following page
to report

e Contact your financial
* They can place restrictions and notes to
provide guidance and help in the future
e Tell Your Story
e Share with friends, family
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https://ovc.ojp.gov/program/stop-elder-fraud/providing-help-restoring-hope
e 833-Fraud-11 (833-372-8311)

https://www.ic3.gov/Home/ComplaintChoice

https://reportfraud.ftc.gov/

www.ldentitytheft.gov

File a police report with your local precinct — methods vary
https://consumer.ftc.gov/features/pass-it-on/resources

https://www.usa.gov/credit-freeze

https://www.chexsystems.com/security-freeze/information
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https://ovc.ojp.gov/program/stop-elder-fraud/providing-help-restoring-hope
https://www.ic3.gov/Home/ComplaintChoice
https://reportfraud.ftc.gov/
http://www.identitytheft.gov/
https://consumer.ftc.gov/features/pass-it-on/resources
https://www.usa.gov/credit-freeze
https://www.chexsystems.com/security-freeze/information

Questions
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